All Keys Lost EEPROM 90s/Early 200s

Lexus/Toyota Program Under $25 Writeup
By Dylan C. (IH8BMUD/notdylanlol)

Immobilizer Hacking for Lost Keys or Swapped ECU

Here's how to reprogram your car's engine immobilizer to program new keys in the
event of lost keys or a swapped ECU.

| recently bought a 2001 LX470 from a junkyard with no keys and researched many
options. | found the most popular way to virginize the IC900 EEPROM 93C56 chip on
the ECU. | ordered the CH341a reader set from Ebay for about $18 and so it started. It
did not work at first as many things don’t. That was followed by well over 30 hours of
research and testing and only finding this method to work.

Materials

Windows Computer

ASProgrammer software and drivers -
https://www.onetransistor.eu/2018/11/use-ch341a-with-asprogrammer-on-windows.html
CH341a Programmer -
https://www.amazon.com/HiLetgo-Programmer-CH341A-Burner-EEPROM/dp/B014VSG
H4Y/ref=sr 1 1 sspa?sr=8-1-spons&sp_csd=d2lkZ2VOTmFtZT1zcFOhdGY&psc=1
Arduino Jumper Wires -
https://www.amazon.com/California-JOS-Breadboard-Optional-Multicolored/dp/BOBRTH
R2RL/ref=sr_1_57sr=8-5

Soldering and Heat station -

https://www.amazon.com/BAKON-881-Soldering-Correction-Tweezers/dp/BOCG7KTAT
Y

Tweezers

Procedure

First we need to desolder the chip from the ECU, some people try to use the test clip in
circuit, but it can cause issues and 30 seconds with a hot air solder station, steady
hands, and tweezers and its off.

The chip we are looking for is the IC900 chip which stores the key information. Take a
picture of the orientation when you reinstall it.


https://www.onetransistor.eu/2018/11/use-ch341a-with-asprogrammer-on-windows.html
https://www.amazon.com/HiLetgo-Programmer-CH341A-Burner-EEPROM/dp/B014VSGH4Y/ref=sr_1_1_sspa?sr=8-1-spons&sp_csd=d2lkZ2V0TmFtZT1zcF9hdGY&psc=1
https://www.amazon.com/HiLetgo-Programmer-CH341A-Burner-EEPROM/dp/B014VSGH4Y/ref=sr_1_1_sspa?sr=8-1-spons&sp_csd=d2lkZ2V0TmFtZT1zcF9hdGY&psc=1
https://www.amazon.com/California-JOS-Breadboard-Optional-Multicolored/dp/B0BRTHR2RL/ref=sr_1_5?sr=8-5
https://www.amazon.com/California-JOS-Breadboard-Optional-Multicolored/dp/B0BRTHR2RL/ref=sr_1_5?sr=8-5
https://www.amazon.com/BAKON-881-Soldering-Correction-Tweezers/dp/B0CG7KT1TY
https://www.amazon.com/BAKON-881-Soldering-Correction-Tweezers/dp/B0CG7KT1TY




Next set your hot air to 300-380 degrees celsius and hover it around the legs of the chip

and use tweezers as it heats up to see if it loosens up. Then carefully remove the chip
with the tweezers and set it off to the side.

Now we need to get the CH341a set up. You will be utilizing the pins on the board and
follow the pinout | will provide. Use the jumper wires to insert them into the female
connectors of the test clip that comes with the CH341a.
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| used a breadboard to connect the ORG pin to VCC but there are other methods to do
it. It was very messy but functional.

Next go onto your computer and install AsProgrammer and the CH341a drivers from the
link at the beginning. Your going to need to choose the right chip, in my case a 93C56.
(16 Bit for most automotive uses)

% Asprogrammer 2.1.0.13 5 X
File IC Options Hardware Scripts Language Buffer

™ E‘ G- Q" @‘ f;l" @ O PO 1200 93O AVF

MO3CSE 1EBHS Size Address lenght

2 Kbits 256 /(@ v | swap <->
[0 01 02 03 04 05 06 07 08 09 0A OB 0C OD OE OF 0123456789ABCDEF % Asprogrammer 2.1.0.13
File IC Options Hardware Scripts Language Buffer
» | Search @
r = | @O OseC
M93 12C b)
2 Kb Microwire > [ Microchip  » M93C86_8bits
AVR > T wmo3cseebits |
#comment 02 03 04 05 M93C76_8bits PI

0x00000000 M93C76_16bits
MO3C66_8bits
M93C66_16bits
M93C56_8bits
MO3C56_16bits
M93C46_8bits
T onas o v G Microure FASH/EEPRON 21013 ‘ M93C46_16bits
MO3C06_8bits
M93C06_16bits

Next plug in your CH341a into a USB port and choose it in AsProgrammer.

% Asprogrammer 2.1.0.13
File IC Options Hardware Scripts

= IE' @ UsbAsp |

* (CH341a
M93C56_16bits

Size



Now hook the test clip onto the chip where the red wire (pin 1) goes to the corner with
the dot on the chip.
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¥93C56
< EMB

Now click the read IC option in AsProgrammer.

% Asprogrammer 2.1.0.13 T — —
- - @‘ O PO 120 93¢xO AVE ‘
File IC Dpt pfs Hardware . o

= R Y
2 bis Suap <>

EO 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF 0123456789ABCDEF
(b 00 00 FF FF EQ B6 10 00 OA F7 5A 01 EO B6 10 00
0x00000010 OA F7 5A 01 EO B6 10 00 OA F7 5A 01 EO B6 10 00 ..Z.. .
0x00000020 OA F7 5a 01 EQ B6 10 00 0a F7 5a 01 EO B6 10 00 .. e

M93C56_16bits
0x00000030 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..
M93c55 16bits 0x00000040 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Gj; | 0x00000050 00 00 00 00 00 00 00 00 00 0O 00 00 00 0 00 00
0x00000060 00 00 FD 00 00 00 00 00 00 00 FF FF FF FF FF FF
000000070 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 ..
0x00000080 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 ..
000000090 00 00 00 00 00 00 00 00 Q0 0O 00 00 00 00 00 00 ..
0x0000000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0x000000BO 00 00 00 00 00 00 00 00 DF FB 69 5A 00 00 00 00
0x000000C0 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00
0x000000D0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..
0x000000E0 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00
0x000000F0 00 00 00 00 00 00 00 00 00 00 00 00 C4& 7E 00 00

It will look something like this. This is the original key information that is now useless.
Now you want to either open a virginized hex file for your car or follow directions to
virginize using these pics.
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VIRGIN EEPROM DUMP




Now once loaded, you write the dump.

% Asprogrammer 2.1.0.13 = a X
File IC Options Hardware Scripts Language Buffer

wEHee-»e Q-

M93C56_16bits

@ ‘ O PO 1200 9300 AVF

Size Address lenght
2 Kbits [ 256 ~|[8 | swap <>

0 01 02 03 04 05 06 07 08 09 OA OB OC 0D OE OF 0123456789ABCDEF

00 00 00 0O 00 00 00 00 Q0 00 00 00 00 Q0 Q0 00 .........vuununn
0x00000010 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ............0....
0x00000020 00 00 00 0O 00 00 Q0 0O 00 00 00 00 Q0 00 00 00 ..........0vuvnnn
0x00000030 00 00 00 00 00 00 00 00 00 00 00 00 Q0 00 00 00 ...........cuvnnn
0x00000040 00 00 00 0O 00 00 Q0 00 00 00 00 00 Q0 Q0 Q0 00 ..........0uvnns
0x00000050 00 00 00 0O 00 00 00 0O 00 00 00 00 QO 00 00 00 ........0vvunnnn
0x00000060 00 00 FF 00 00 00 Q0 Q0 00 Q0 FF FF FF FF FF FF  .......¢000neuns
0x00000070 00 00 00 0O 00 00 Q0 0O 00 00 00 00 QO 00 00 00 ........0vvuennn
0x00000080 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
0x00000090 00 00 00 0O 00 00 Q0 0O 00 00 00 00 QO Q0 00 00 ..........nuvnnn
0x000000A0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
0x000000BO 00 00 00 0O 00 00 Q0 00 DF FB 69 5A 00 00 00 00 .......... iz....
0x000000C0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ............0....
0x000000D0 00 00 0O 0O 00 00 QO 0O 00 00 00 00 QO Q0 00 00 ..........nvuennn
0x000000E0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
0x000000F0 00 00 00 0O 00 00 QO 00 00 00 00 00 Q0 00 00 00 ..........0uvnns

(Buffer) Size: 256 MG3C56_16bits

Programmer for AVR, SPI, 12C, Microwire, FLASH/EEPROM v2.1.0.13
<<M93C56_16bits>>

Done

Done

Current programmer: CH341

21:15:15

Programming memory...

Success

Execution time: 00:00:00.864

Ok done with software stuff, now unplug the programmer and remove the chip from the
clip.

Now solder the chip back on in the same way it came off.
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For good measure, if it works, you can try using the test clip to read the chip in circuit to
make sure it still reads the virgin dump file.

Now button up the ECU, reinstall it in the car and follow these steps:
When reconnected to the car, the ECU will be in auto-programming mode and will
accept new keys as per the procedure below:

1. Briefly insert any key into ignition lock cylinder and remove immediately. The security
light should illuminate and remain on.

2. Insert the first transponder key into ignition lock cylinder for registration DO NOT
TURN ON. The Security light may blink indicating it has accepted the key. After 3-5
seconds remove the first key from the ignition. Security light should remain on indicating
you're still in programming mode.

3. Insert the second transponder key into ignition lock cylinder for registration DO NOT
TURN ON. The Security light may blink indicating it has accepted the key. After 3-5



seconds remove the second key from ignition. Security light should remain on indicating
you're still in programming mode.

4. Insert third transponder key into ignition lock cylinder for registration DO NOT TURN
ON. After security light goes off remove third key from ignition. The security light should
extinguish and then commence to blink regularly.

5. Wait 30 seconds for the programming cycle and programming mode to close.
The first two keys are internally (inside the ECU) designated as MASTER keys and the
3rd key inserted will be internally designated as the VALET key.

As a test, when you insert a MASTER key, the security light should stop blinking right
away. If you insert a VALET key, the security light will remain solid for 2 seconds and
then go out. If the security light does not stop blinking, that key is not programmed to
the car.

Good luck!!



